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Implementing Cisco Edge Network Security Solutions

Varighed: 5 Days  Kursus Kode: SENSS  Leveringsmetode: Elearning (Self-paced)

Beskrivelse:

This course has been designed to provide students with the knowledge and hands-on experience to configure Cisco perimeter edge security
solutions utilizing Cisco switches, Cisco routers, and Cisco Adaptive Security Appliance (ASA) firewalls.

The students will gain hands-on experience with configuring various perimeter security solutions for mitigating outside threats and securing
network zones. At the end of the course, students will be able to reduce the risk to their IT infrastructures and applications using Cisco
switches, Cisco ASA and router security appliance features to provide detailed operations support for these products.

This Cisco self-paced course is presented in easily-consumable segments via both Instructor Video and text. Interactivity is enabled through
Discovery Labs, content review questions, graded Challenge labs and tests. The learning experience is hands-on, providing students with direct
feedback on how well they have mastered the material, thus increasing course effectiveness. Gamification features are built in, including the
earning of badges with a leaderboard, to encourage better performance.

Certification: Cisco Certified Network Professional for Security
Exam: 300-206 SENSS

Duration: Subscription is valid for 365 Days

This course is worth 40 Credits in the Continuing Education Program

Malgruppe:

This course is aimed at network professionals involved in the support and deployment of Cisco Edge Security solutions utilizing Cisco
Switches, Cisco Routers and Cisco ASA Firewalls, as well as Individuals looking to obtain the Cisco Certified Network Professional
Certification.

Agenda:

After attending this course you should be able to : Implement and maintain Cisco 10S Software Network Address
Translations (NAT)

Implement Cisco modular Network Security Architectures such

as SecureX and TrustSec Design and deploy Cisco Threat Defense solutions on a Cisco ASA
utilizing access policy and application and identity based inspection

Deploy Cisco Infrastructure management and control plane

security controls Implement Botnet Traffic Filters
Configure Cisco Layer 2 and Layer 3 data plane security controls Deploy Cisco I0S Zone-Based Policy Firewalls (ZBFW)
Implement and maintain Cisco ASA Network Address Configure and verify Cisco IOS ZBFW Application Inspection Policy

Translations (NAT)

Forudseetninger: Test og certificering
Attendees should meet the following prerequisites: Recommended preparation for exam(s):
Cisco Certified Network Associate (CCNA®) certification 300-206 - Implementing Cisco Edge Network Security Solutions

Cisco Certified Network Associate (CCNA®) Security certification
Knowledge of Microsoft Windows Operating System

SENSS www.globalknowledge.dk training@globalknowledge.dk tif.nr.: 44 88 18 00



Yderligere Kurser:

Delegates looking to achieve the Cisco Certified Network Professional Certification for Security should also attend the following courses.

SITCS - Implementing Cisco Threat Control Solutions
SISAS - Implementing Cisco Secure Access Solutions
SIMOS - Implementing Cisco Secure Mobility Solutions

Indhold:

Cisco Secure Design Principles

Network Security Zoning

Cisco Module Network Architecture
Cisco SecureX Architecture

Cisco TrustSec Solutions

Implement Network Infrastructure Protection

Introducing Cisco Network Infrastructure
Architecture

Deploying Cisco 10S Control Plane Security
Controls

Deploying Cisco I0S Management Plane
Security Controls

Deploying Cisco ASA Management Plane
Security Controls

Deploying Cisco Traffic Telemetry Methods
Deploying Cisco 10S Layer 2 Data Plane
Security Controls

Deploying Cisco I0S Layer 3 Data Plane
Security Controls

Flere Informationer:

Deploying NAT on Cisco 10S and Cisco
Adaptive Security Appliance

Introducing Network Address Translation
Deploying Cisco ASA Network Address
Translation

Deploying Cisco 10S Software Network
Address Translation

Deploying Threat Controls on Cisco ASA

Introducing Cisco Threat Controls
Deploying Cisco ASA Basic Access
Controls

Deploying Cisco ASA Application
Inspection Policies

Deploying Cisco ASA Botnet Traffic
Filtering

Deploying Cisco ASA ldentity Based
Firewall

For yderligere informationer eller booking af kursus, kontakt os pa tif.nr.: 44 88 18 00
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Deploying Threat Controls on Cisco I0S
Software

Deploying Cisco 10S Software with Basic
Zone-Based Firewall Policies

Deploying Cisco 10S Software
Zone-Based Firewall with Application
Inspection Policies

Labs

Lab 2-1: Configuring Configure Cisco
Policy Protection (CPP) and Management
Plane Protection (MPP)

Lab 2-2: Configure Traffic Telemetry
Methods

Lab 2-3: Configure Layer 2 Data Plan
Security

Lab 2-4: Configure Layer 2 Data Plan
Security

Lab 3-1: Configure NAT on Cisco Adaptive
Security Appliance (ASA) Firewall

Lab 3-2: Configure NAT on Cisco I0S
Software

Lab 4-1: Configure Cisco ASA Access
Policy

Lab 4-2: Configure Cisco ASA Application
Inspection Policy

Lab 4-3: Configure Cisco ASA Botnet
Traffic Filter

Lab 4-4: Configure Cisco ASA Identity
Based Firewall

Lab 5-1: Configure Cisco 10S Software
Zone-Based Firewall (ZBFW)

Lab 5-2: Configure Cisco 10S Software
ZBFW Application Inspection Policy
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