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Implementing Cisco Edge Network Security Solutions

Duration: 5 Days  Course Code: SENSS

Overview:

This course has been designed to provide students with the knowledge and skills required to implement and manage security on Cisco ASA
firewalls, Cisco Routers with the firewall feature set and Cisco Switches.

Students will gain hands-on experience with configuring various perimeter security solutions to mitigate outside threats and secure network
zones. At the end of the course, students should be able to reduce the risk to their IT infrastructures and applications and provide detailed
operations support for Cisco Switches, Cisco ASA, and Router security appliance features.

This course is worth 40 Credits in the Continuing Education Program

Target Audience:

This course is aimed at network professionals involved in the support and deployment of Cisco Edge Security solutions utilizing Cisco
Switches, Cisco Routers and Cisco ASA Firewalls, as well as Individuals looking to obtain the Cisco Certified Network Professional
Certification.

Objectives:
After attending this course you should be able to : Implement and maintain Cisco 10S Software Network Address

Translations (NAT)
Understand current security threat landscape

Design and deploy Cisco Threat Defense solutions on a Cisco ASA
Understand and implement Cisco modular Network Security utilizing access policy and application and identity based inspection
Architectures such as SecureX and TrustSec

Implement Botnet Traffic Filters
Deploy Cisco Infrastructure management and control plane
security controls Deploy Cisco I0S Zone-Based Policy Firewalls (ZBFW)

Configure Cisco layer 2 and layer 3 data plane security controls Configure and verify Cisco I0S ZBFW Application Inspection Policy

Implement and maintain Cisco ASA Network Address
Translations (NAT)

Prerequisites:
Attendees should meet the following prerequisites:

Cisco Certified Network Associate (CCNA®) certification

Cisco Certified Network Associate (CCNA®) Security certification

Knowledge of Microsoft Windows Operating System

Follow-on-Courses:

Testing and Certification
Recommended preparation for exam(s):

300-206 - Implementing Cisco Edge Network Security Solutions

Delegates looking to achieve the Cisco Certified Network Professional Certification for Security should also attend the following courses.

SITCS - Implementing Cisco Threat Control Solutions
SISAS - Implementing Cisco Secure Access Solutions
SIMOS - Implementing Cisco Secure Mobility Solutions
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Content:

Cisco Secure Design Principles

Network Security Zoning

Cisco Module Network Architecture
Cisco SecureX Architecture

Cisco TrustSec Solutions

Implement Network Infrastructure Protection

Introducing Cisco Network Infrastructure
Architecture

Deploying Cisco 10S Control Plane Security
Controls

Deploying Cisco I0S Management Plane
Security Controls

Deploying Cisco ASA Management Plane
Security Controls

Deploying Cisco Traffic Telemetry Methods
Deploying Cisco I0S Layer 2 Data Plane
Security Controls

Deploying Cisco I0S Layer 3 Data Plane
Security Controls

Deploying NAT on Cisco 10S and Cisco
Adaptive Security Appliance

Introducing Network Address Translation
Deploying Cisco ASA Network Address
Translation

Deploying Cisco 10S Software Network
Address Translation

Deploying Threat Controls on Cisco ASA

Introducing Cisco Threat Controls
Deploying Cisco ASA Basic Access
Controls

Deploying Cisco ASA Application
Inspection Policies

Deploying Cisco ASA Botnet Traffic
Filtering

Deploying Cisco ASA Identity Based
Firewall

Deploying Threat Controls on Cisco I0S
Software

Deploying Cisco I0S Software with Basic
Zone-Based Firewall Policies

Deploying Cisco I0S Software
Zone-Based Firewall with Application
Inspection Policies

Labs

Lab 2-1: Configuring Configure Cisco
Policy Protection (CPP) and Management
Plane Protection (MPP)

Lab 2-2: Configure Traffic Telemetry
Methods

Lab 2-3: Configure Layer 2 Data Plan
Security

Lab 2-4: Configure Layer 2 Data Plan
Security

Lab 3-1: Configure NAT on Cisco Adaptive
Security Appliance (ASA) Firewall

Lab 3-2: Configure NAT on Cisco I0S
Software

Lab 4-1: Configure Cisco ASA Access
Policy

Lab 4-2: Configure Cisco ASA Application
Inspection Policy

Lab 4-3: Configure Cisco ASA Botnet
Traffic Filter

Lab 4-4: Configure Cisco ASA Identity
Based Firewall

Lab 5-1: Configure Cisco 10S Software
Zone-Based Firewall (ZBFW)

Lab 5-2: Configure Cisco 10S Software
ZBFW Application Inspection Policy

Further Information:

For More information, or to book your course, please call us on 00 966 92000 9278
trainin lobalknowledge.com.sa
www.globalknowledge.com/en-sa/

Global Knowledge - KSA, 393 Al-Uroubah Road, Al Worood, Riyadh 3140, Saudi Arabia
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