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Palo Alto Networks: Cortex XSIAM: Security Operations, Integration and Automation
(CXSIAM)

Duracion: 3 Dias  Cédigo del Curso: PAN-CXSIAMSOIA  Método de Imparticion: Curso Cerrado
(In-Company)

Temario:

Designed to enable cybersecurity professionals, particularly those in SOC/CERT/CSIRT and engineering roles, to use XSIAM.
XSIAM is the industry's most comprehensive security incident and asset management platform, offering extensive coverage for securing and
managing infrastructure, workloads, and applications across multiple environments.

Company Events

These events can be delivered exclusively for your company at our locations or yours, specifically for your delegates and your needs. The
Company Events can be tailored or standard course deliveries.

Dirigido a:

This course is intended for SOC/CERT/CSIRT/XSIAM engineers and managers, MSSPs and service delivery partners/system integrators,
internal and external professional services consultants and sales engineers, SIEM and automation engineers.

Obijetivos:

This course is designed to enable you to: Configure Threat Intel Management features, automate workflows,
and apply EDLs and indicator rules.
Describe how endpoint agents, XDR collectors, NGFWs, and

Broker VMs secure networks and devices. The course reviews XSIAM intricacies, from fundamental
components to advanced strategies and techniques, including skills

Query and analyze logs using XQL for data ingestion and needed to configure security integrations, develop automation

detection. workflows, manage indicators, and optimize dashboards for

enhanced security operations.

Prerequisitos: Examenes y certificacion
Participants should have foundational understanding of Palo Alto Networks Certified XSIAM Engineer

cybersecurity principles and experience with analyzing incidents
and using security tools for investigation.
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Contenido:

Course Modules

Course Overview

Overview of Cortex XSIAM
Software Components

XQL

Detection Engineering
Integrations

Automation

Threat Intel Management
Attack Surface Management
Ul Customizations

Mas informacioén:
Para mas informacion o para reservar tu plaza llamanos al (34) 91 425 06 60
info.cursos@alobalknowledge.es

www.globalknowledge.com/es-es/
Global Knowledge Network Spain, C/ Retama 7, 62 planta, 28045 Madrid
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