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Check Point Certified Security Expert R82 (CCSE)

Durée: 3Jours Réfdecours: CCSE  Version: R82  Méthodes d'apprentissage: Classe a
distance

Résumé:

This course provides students with the advanced knowledge, skills, and hands-on experience needed to
deploy, manage, and monitor existing Quantum Security Environments. Students will learn how to
deploy Management High Availability, provide advanced policy management, configure Site-to-Site
VPN, provide advanced security monitoring, upgrade a Security Gateway, use Central Deployment tool to
install hotfixes, perform an import of a Primary Security Management Server, and Deploy ElasticXL
Cluster.

Classe a Distance - site Client

Cette formation peut étre suivie a distance en synchrone depuis n'importe quel site pourvu d'une connexion internet (2 Mb/s en symétrique
recommandés). Le programme (théorie et pratique) suit le méme déroulé pédagogique qu'en présentiel. La solution technologique adoptée
permet aux apprenants a distance de suivre les présentations faites au tableau, de voir et d'entendre l'instructeur et les participants en temps
réel, mais également d'échanger avec eux.

Public visé:

- Security Engineers
- Security Analysts

- Security Consultants

- Security Architects

Obijectifs:

By the end of this course, participants will be able to: Monitor, analyze, and report on security events, compliance, and
threat patterns using advanced monitoring tools.

Understand and implement high availability, clustering, and

failover solutions for secure and resilient network environments. Perform system upgrades, migrations, and database import/export
procedures in distributed Check Point environments.

Configure and manage advanced security policies, including

dynamic objects, NAT, and management behind NAT. Deploy and manage ElasticXL clusters to ensure scalable and
high-performance gateway security.

Deploy, configure, and troubleshoot Site-to-Site VPN

connections with secure authentication and tunnel management.

Pré-requis: Test et certification
Base Knowledge

Unix-like and/or Windows OS

Internet Fundamentals

Networking Fundamentals

Networking Security

System Administration

TCP/IP Networking

Text Editors in Unix-like OS

Minimum of 6-months of practical experience with the
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management of a Quantum Security Environment
Check Point Courses

Check Point Certified Security Administrator (required)
Check Point Deployment Administrator (suggested)
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Contenu:

Module 1: Management High Availability

Explain the purpose of Management High
Availability.

Identify the essential elements of
Management High Availability.

Lab Tasks

Deploy and configure Management High
Availability

Ensure the failover process functions as
expected

Use Updatable Objects

Configure Network Address Translation for
server and network objects

Configure Management behind NAT for
Branch Office connections

Configure a SmartEvent Server to monitor
relevant patterns and events

Demonstrate how to configure Events and
Alerts in SmartEvent

Demonstrate how to run specific SmartEvent
reports

Activate the Compliance Blade
Demonstrate Security Best Practice settings
and alerts

Demonstrate Regulatory Requirements
Compliance Scores

Deploy an ElasticXL Security Gateway
Cluste

Module 2: Advanced Policy Management

Identify ways to enhance the Security Policy
with more object types.

Create dynamic objects to make policy
updatable from the Gateway.

Manually define NAT rules.

Configure Security Management behind
NAT.

Lab Tasks

Deploy and configure Management High
Availability

Ensure the failover process functions as
expected

Use Updatable Objects

Configure Network Address Translation for
server and network objects

Configure Management behind NAT for
Branch Office connections

Configure a SmartEvent Server to monitor
relevant patterns and events

Demonstrate how to configure Events and
Alerts in SmartEvent

Demonstrate how to run specific SmartEvent
reports

Activate the Compliance Blade
Demonstrate Security Best Practice settings
and alerts

Demonstrate Regulatory Requirements
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Lab Task:

Configure Site-to-Site VPN with internally

managed Security Gateways
Module 4: Advanced Security Monitoring

Describe the SmartEvent and
Compliance Blade solutions, including
their purpose and use.

Lab Tasks

Deploy and configure Management High
Availability

Ensure the failover process functions as
expected

Use Updatable Objects

Configure Network Address Translation
for server and network objects
Configure Management behind NAT for
Branch Office connections

Configure a SmartEvent Server to
monitor relevant patterns and events
Demonstrate how to configure Events
and Alerts in SmartEvent

Demonstrate how to run specific
SmartEvent reports

Activate the Compliance Blade
Demonstrate Security Best Practice
settings and alerts

Demonstrate Regulatory Requirements
Compliance Scores

Deploy an ElasticXL Security Gateway
Cluste

Module 5: Upgrades
Identify supported upgrade options.
Lab Task

Upgrade a Security Gateway

Use Central Deployment tool to install
Hotfixes

Prepare to perform an Advanced
Upgrade with Database Migration on the
Primary Security Management Server in
a distributed environment

Perform an import of a Primary Security
Management Server in a distributed
Check Point environment

www.globalknowledge.com/fr-fr/
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Module 6: Advanced Upgrades and
Migrations

Export/import a Management Database.
Upgrade a Security Management Server
by freshly deploying the new release or
using a new appliance.

Lab Task

Upgrade a Security Gateway

Use Central Deployment tool to install
Hotfixes

Prepare to perform an Advanced Upgrade
with Database Migration on the Primary
Security Management Server in a
distributed environment

Perform an import of a Primary Security
Management Server in a distributed Check
Point environment

Module 7: ElasticXL Cluster

Describe the ElasticXL Cluster solution,
including its purpose and use.

Lab Tasks

Deploy and configure Management High
Availability

Ensure the failover process functions as
expected

Use Updatable Objects

Configure Network Address Translation for
server and network objects

Configure Management behind NAT for
Branch Office connections

Configure a SmartEvent Server to monitor
relevant patterns and events

Demonstrate how to configure Events and
Alerts in SmartEvent

Demonstrate how to run specific
SmartEvent reports

Activate the Compliance Blade
Demonstrate Security Best Practice
settings and alerts

Demonstrate Regulatory Requirements
Compliance Scores

Deploy an ElasticXL Security Gateway
Cluste
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Compliance Scores
Deploy an ElasticXL Security Gateway
Cluste

Module 3: Site-to-Site VPN

Discuss site-to-site VPN basics,
deployment, and communities.

Describe how to analyze and interpret VPN
tunnel traffic.

Articulate how pre-shared keys and
certificates can be configured to
authenticate with third-party and externally
managed VPN Gateways.

Explain Link Selection and ISP Redundancy
options.

Explain tunnel management features.

Plus d'informations:

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matiéres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

« Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

« VVous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

« Votre place sera confirmée & la réception d'un devis ou """'booking form™"" signé. Vous recevrez ensuite la convocation et les modalités
d'acces en présentiel ou distanciel.

« Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non

négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

* En cas de handicap : plus d'info sur globalknowledge.fr’lhandicap
 Le Reglement intérieur est disponible sur globalknowledge.fr/reglement
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