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Certified Information Privacy Technologist

Durée: 2 Jours Réf de cours: CIPT-IAPP

Résumé:

In this course you will gain foundational knowledge on both broad and global concepts of privacy and data protection laws and practice. You will
learn common principles and approaches to privacy as well as understand the major privacy models employed around the globe. An
introduction to information security concepts and information security management and governance will be covered including frameworks,
controls, and identity and access management. You will also learn about online privacy as it relates to using personal information on websites
and other internet-related technologies.

You will learn the need and importance for privacy in the IT environment with impacts such as regulatory activities, security threats, advances

in technology and the proliferation of social networks. This course will provide an introduction to privacy laws, regulations, and standards
impacting privacy in IT and the risks inherent in the IT environment. You will also learn about the importance of personally identifiable
information and methods for ensuring its protection.

The CIPT designation is accredited under the internationally recognized ANSI/ISO standard 17024:2012, an acknowledgement of the quality
and integrity of the programme.

This two-day program covering practices the principles of information privacy in technology includes:

Official IAPP CIPT Participant Guide Official IAPP CIPT Textbook Official IAPP CIPT Practice Test IAPP CIPT Certification Exam
VoucherOne-Year IAPP Membership

Your contact information must be provided to the IAPP for membership services fulfiiment

Public visé:

Individuals who need an understanding of the principles of information privacy in technology and those interested in pursuing CIPT certification.

Obijectifs pédagogiques:

Common Principles and Approaches to Privacy Regulations and Standards Impacting Privacy in IT

Jurisdictions and Industries Privacy in Systems and Applications

Safeguarding Personal Information Online Privacy Issues

Online Privacy De-identifying and Anonymizing Personally Identifiable Information
Privacy in the IT Environment Cloud Computing

Core Privacy Concepts
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Contenu:

Day 1

Module 1: Fundamentals of Information Privacy

Unit 1: Common Principles and Approaches to
Privacy

This unit includes a brief description of privacy,
an introduction to types of information, an

overview of information risk management and a

summary of modern privacy principles.

Unit 2: Jurisdiction and Industries

This unit introduces the major privacy models
employed around the globe and provides an
overview of privacy and data protection
regulation by jurisdictions and by industry
sectors.

Unit 3: Information Security: Safeguarding
Personal Information

This unit presents introductions to information
security, including definitions, elements,
standards, and threats/vulnerabilities, as well
as introductions to information security
management and governance, including
frameworks, controls, cryptography, and
identity and access management (IAM).

Unit 4: Online Privacy: Using Personal
Information on Websites and with Other
Internet-related Technologies

This unit discusses the web as a platform, as
well as privacy considerations for sensitive
online information, including policies and
notices, access, security, authentication
identification and data collection. Additional
topics include children’s online privacy, email,
searches, online marketing and advertising,
social media, online assurance, cloud
computing and mobile devices.

Day Two

Module 2: Privacy in Technology

Unit 1: Understanding the Need for Privacy in
the IT Environment

This unit describes the impact which
regulatory activities, security threats,
advances in technology and the increasing
proliferation of social networks have on IT
departments.

Unit 2: Core Privacy Concepts

This unit discusses how developing
information lifecycle plans, data identification
and classification systems, and data flow
diagrams will make privacy compliance more
attainable.

Unit 3: Regulations and Standards Impacting
Privacy in IT

This unit introduces privacy laws, regulations
and standards that can help IT professionals
design better privacy programmes and
systems to handle personal information
throughout the data lifecycle.

Unit 4: Privacy in Systems and Applications

Autres moyens pédagogiques et de suivi:

This unit develops an understanding of the
risks inherent in the IT environment and how
to address them.

Unit 5: Online Privacy Issues

This unit presents information about online
threats, threat prevention and the role of IT
professionals to ensure proper handling of
user data.

Unit 6: De-identifying and Anonymising
Personally Identifiable Information

This unit describes the importance of
personally identifiable information and
methods for ensuring its protection.

Unit 7: Cloud Computing

This unit discusses privacy and security
concerns associated with cloud services, and
standards that exist to advise on their use.

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matieres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur

compétence pédagogique.

* Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.
« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

» VVous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.
* Votre place sera confirmée & la réception d'un devis ou """'booking form™"" signé. Vous recevrez ensuite la convocation et les modalités
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