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EXIN Information Security Foundation based on ISO/IEC 27001 - Including Exam

Durée: 2 Jours  Réf de cours: ISF-EXIN  Méthodes d'apprentissage: Classe a distance

Résumé:

EXIN Information Security Foundation based on ISO/IEC 27001 certification confirms that the professional understands information security
principles and concepts applied in the work environment and knows how to mitigate risk.

Globalization of the economy is leading to an ever-growing exchange of information. This information crosses not only national borders but also
the thin lines between private and business domains. The scope of accountability grows together with the information that is managed. The
international standard for information security management ISO/IEC 27001 is a widely respected and referenced standard and provides a
framework for the organization and management of an information security program.

In the EXIN Information Security Management based on ISO/IEC 27001 program, the following definition is used: information security is the
preservation of confidentiality, integrity, and availability of information.

EXIN Information Security Foundation based on ISO/IEC 27001 tests the basic concepts of information security and their relationships.
Objectives of this module are to raise awareness that information is valuable and vulnerable, and to learn which controls are necessary to
protect information.

Classe a Distance - site Client

Cette formation peut étre suivie a distance en synchrone depuis n'importe quel site pourvu d'une connexion internet (2 Mb/s en symétrique
recommandés). Le programme (théorie et pratique) suit le méme déroulé pédagogique qu'en présentiel. La solution technologique adoptée
permet aux apprenants a distance de suivre les présentations faites au tableau, de voir et d'entendre l'instructeur et les participants en temps
réel, mais également d'échanger avec eux.

Public visé:

The EXIN Information Security Foundation based on ISO/IEC 27001 certification is intended for everyone in the organization who is processing
information. It is also suitable for entrepreneurs of small independent businesses for whom some basic knowledge of information security is
necessary. This certification is a good start for new information security professionals.

Obijectifs pédagogiques:
The certification covers: security controls
information and security legislation, regulations, and standards

threats and risks

Test et certification
Requirements for certification

Successful completion of the EXIN Information Security Foundation
based on ISO/IEC 27001 exam
Examination details

Examination type: Multiple-choice questions

Number of questions: 40

Pass mark: 65% (26/40 questions)

Open book: No

Notes: No

Electronic equipment/aides permitted: No

Exam duration: 60 minutes
The Rules and Regulations for EXIN’s examinations apply to this
exam.
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Aprés cette formation, nous vous conseillons le(s) module(s) suivant(s):
ISMP-EXIN - EXIN Information Security Management Professional based on ISO/IEC 27001 - Including Exam
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Contenu:

1 Information and security

1.1 Concepts relating to information

The candidate can...

1.1.1 explain the difference between data and
information.

1.1.2 explain information security management
concepts.

1.2 Reliability aspects

The candidate can...

1.2.1 explain the value of the CIA-triangle.

1.2.2 describe the concepts accountability and
auditability.

1.3 Securing information in the organization

The candidate can...

1.3.1 outline the objectives and the content of
an information security policy.

1.3.2 explain how to ensure information security
when working with suppliers.

1.3.3 outline roles and responsibilities relating
to information security.

2 Threats and risks

2.1 Threats and risks

The candidate can...

2.1.1 explain threat, risk, and risk management.

2.1.2 describe types of damage.
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2.1.3 describe risk strategies.

2.1.4 describe risk analysis.

3 Security controls

3.1 Outlining security controls

The candidate can...

3.1.1 give examples of each type of security
control.

3.2 Organizational controls

The candidate can...

3.2.1 explain how to classify information
assets.

3.2.2 describe controls to manage access to
information.

3.2.3 explain threat and vulnerability
management, project management, and
incident management in information security.

3.2.4 explain the value of business continuity.

3.2.5 describe the value of audits and
reviews.

3.3 People controls

The candidate can...

3.3.1 explain how to enhance information
security through contracts and agreements.

3.3.2 explain how to attain awareness
regarding information security.

3.4 Physical controls

The candidate can...
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3.4.1 describe physical entry controls.

3.4.2 describe how to protect information
inside secure areas.

3.4.3 explain how protection rings work.

3.5 Technical controls

The candidate can...

3.5.1 outline how to manage information
assets.

3.5.2 describe how to develop systems with
information security in mind.

3.5.3 name controls that ensure network
security.

3.5.4 describe technical controls to manage
access.

3.5.5 describe how to protect information
systems against malware, phishing, and
spam.

3.5.6 explain how recording and monitoring
contribute to information security.

4 Legislation, regulations, and standards

4.1 Legislation and regulations

The candidate can...

4.1.1 give examples of legislation and
regulations relating to information security.

4.2 Standards

The candidate can...

4.2.1 outline the ISO/IEC 27000, ISO/IEC
27001, and ISO/IEC 27002 standards.
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4.2.2 outline other standards relating to
information security.

Autres moyens pédagogiques et de suivi:

« Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matiéres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

« Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur 'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

« Vous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

« Votre place sera confirmée a la réception d'un devis ou """booking form™"" signé. Vous recevrez ensuite la convocation et les modalités
d'acces en présentiel ou distanciel.

« Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non

négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

 En cas de handicap : plus d'info sur globalknowledge.fr’/handicap
« Le Reglement intérieur est disponible sur globalknowledge.fr/reglement
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