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EXIN Information Security Management Professional based on ISO/IEC 27001 - Including
Exam

Durée: 3 Jours Réf de cours: ISMP-EXIN

Résumé:

Information is crucial for the continuity and proper functioning of both individual organizations and the economies they fuel; this information
must be protected against access by unauthorized people, protected against accidental or malicious modification or destruction and must be
available when it is needed. The module Information Security Management Professional based on ISO/IEC 27001 tests understanding of the
organizational, physical and technical aspects of information security.

Public visé:

This module is intended for everyone who is involved in the implementation, evaluation, and reporting of an information security program, such
as an Information Security Manager (ISM), Information Security Officer (ISO) or a Line Manager, Process Manager or Project Manager with
security responsibilities. Basic knowledge of Information Security is recommended, for instance through the EXIN Information Security
Foundation based on ISO/IEC 27001 certification.

Obijectifs pédagogiques:

Information security perspectives: the perspectives of the Information security controls: Organizational, technical and physical
business, the customer, and the service provider controls

Risk Management: Analysis of the risks, choosing controls,
dealing with remaining risks

Pré-requis: Test et certification

ISF-EXIN - EXIN Information Security Foundation based on Requirements for certification

ISO/IEC 27001 - Including Exam
Successful completion of the EXIN Information Security
Management Professional based on ISO/IEC 27001 exam.
Accredited EXIN Information Security Management Professional
based on ISO/IEC 27001 training, including completion of the
practical assignments.

Examination details

Examination type: Multiple-choice questions
Number of questions: 30

Pass mark: 65% (20/30 questions)

Open book: No

Notes: No

Electronic equipment/aides permitted: No
Exam duration: 90 minutes

The Rules and Regulations for EXIN’s examinations apply to this
exam.
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Contenu:

1 Information security perspectives

1.1 Business interest of information security

The candidate can...

1.1.1 distinguish types of information based on
their business value.

1.1.2 explain the characteristics of a
management system for information security.

1.2 Customer perspective on governance

The candidate can...

1.2.1 explain the importance of information
governance when outsourcing.

1.2.2 recommend a supplier based on security
controls.

1.3 Supplier's responsibilities in security
assurance

The candidate can...

1.3.1 distinguish security aspects in service
management processes.

1.3.2 support compliance activities.

2 Risk management

2.1 Principles of risk management

The candidate can...
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2.1.1 explain principles of analyzing risks.

2.1.2 identify risks for classified assets.

2.1.3 calculate risks for classified assets.

2.2 Control risks

The candidate can...

2.2.1 categorize controls based on
confidentiality, integrity, and availability.

2.2.2 choose controls based on incident cycle
stages.

2.2.3 choose relevant guidelines for applying
controls.

2.3 Deal with residual risks

The candidate can...

2.3.1 distinguish risk strategies.

2.3.2 produce business cases for controls.

2.3.3 produce reports on risk analyses.

3 Information security controls

3.1 Organizational controls

The candidate can...
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3.1.1 write policies and procedures for
information security.

3.1.2 implement information security incident
handling.

3.1.3 perform an awareness campaign in the
organization.

3.1.4 implement roles and responsibilities for
information security.

3.1.5 support the development and testing of
a business continuity plan.

3.2 Technological controls

The candidate can...

3.2.1 explain the purpose of security
architectures.

3.2.2 explain the purpose of security services.

3.2.3 explain the importance of security
elements in the IT infrastructure.

3.3 Physical controls and people controls

The candidate can...

3.3.1 recommend controls for physical
access.

3.3.2 recommend security controls for
employment life cycle.
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Autres moyens pédagogiques et de suivi:

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matiéres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

« Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

» VVous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

« VVotre place sera confirmée a la réception d'un devis ou """booking form""" signé. Vous recevrez ensuite la convocation et les modalités
d'acces en présentiel ou distanciel.

« Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non

négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

« En cas de handicap : plus d'info sur globalknowledge.fr’lhandicap
 Le Reglement intérieur est disponible sur globalknowledge.fr/reglement
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