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ISO/IEC 27001:2022 Sécurité de l'information : Lead Auditor (PECB certified) - Examen
inclus

Durée: 5 Jours      Réf de cours: ISO27001LA      Version: 13.0      Méthodes d'apprentissage: Classe à
distance

Résumé:

The PECB ISO/IEC 27001 Lead Auditor training course is designed to prepare you to audit an information security management system
(ISMS) based on ISO/IEC 27001. During this training course, you will acquire the knowledge and skills to plan and carry out internal and
external audits in compliance with ISO 19011 and ISO/IEC 17021-1 certification process.

The training content is comprised of practical exercises and case studies which bring you real-world expertise that you can apply to your
day-to-day operations and activities. Based on practical exercises, you will be able to master audit techniques and become competent to
manage an audit program, audit team, communication with customers, and conflict resolution. 

Our training courses are all-inclusive, meaning that they cover everything you need, in order to get the certificate. After acquiring the necessary
expertise to perform an audit, you can sit for the exam and apply for a “PECB Certified ISO/IEC 27001 Lead Auditor” credential. By holding a
PECB Lead Auditor Certificate, you will demonstrate that you have the capabilities and competencies to audit organizations based on best
practices.

Apart from showcasing what the ISO/IEC 27001 standard tells you to do, this training course tells you how to do it, through various activities,
exercises, case studies, multiple-choice standalone  quizzes, and scenario-based quizzes. These will allow you to test your knowledge about
the implementation process steps.

Please Note:
This training is based on both theory and best practices used in ISMS audits 
Lecture sessions are illustrated with examples based on case studies 
Practical exercises are based on a case study which includes role playing and discussions 
Practice tests are similar to the Certification Exam 
Certification and examination fees are included in the price of the training course
Training material containing over 450 pages of information and practical examples will be distributed 
An Attestation of Course Completion worth 31 CPD (Continuing Professional Development) credits will be issued to all candidates who have
attended the training course

Classe à Distance - site Client

Cette formation peut être suivie à distance en synchrone depuis n'importe quel site pourvu d'une connexion internet (2 Mb/s en symétrique
recommandés). Le programme (théorie et pratique) suit le même déroulé pédagogique qu'en présentiel. La solution technologique adoptée
permet aux apprenants à distance de suivre les présentations faites au tableau, de voir et d'entendre l'instructeur et les participants en temps
réel, mais également d'échanger avec eux.

Public visé:

Auditors seeking to perform and lead Information Security Management System (ISMS) certification audits. Managers or consultants seeking to
master an Information Security Management System audit process. Individuals responsible for maintaining conformance with Information
Security Management System requirements. Technical experts seeking to prepare for an Information Security Management System audit.
Expert advisors in Information Security Management. 

Objectifs pédagogiques:

After completing this course you shoud be able to: Evaluate the ISMS conformity to ISO/IEC 27001 requirements, in
accordance with the fundamental audit concepts and principles

Explain the fundamental concepts and principles of an
information security management system (ISMS) based on ISO/ Plan, conduct, and close an ISO/IEC 27001 compliance audit, in
IEC 27001 accordance with ISO/IEC 17021-1 requirements, ISO 19011

guidelines, and other best practices of auditing
Interpret the ISO/IEC 27001 requirements for an ISMS from the
perspective of an auditor Manage an ISO/IEC 27001 audit program
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Pré-requis: Test et certification

A fundamental understanding of ISO/IEC 27001 and The “PECB Certified ISO/IEC 27001 Lead Auditor” exam fully meets
comprehensive knowledge of audit principles. the requirements of the PECB Examination and Certification

Programme (ECP). The exam covers the following competency
ISO27001F - ISO/IEC 27001 Foundation (PECB certified) - domains:
Examen inclus

Domain 1: Fundamental principles and concepts of Information
Security Management System (ISMS)
Domain 2: Information Security Management System (ISMS)
Domain 3: Fundamental audit concepts and principles
Domain 4: Preparation of an ISO/IEC 27001 audit
Domain 5: Conducting an ISO/IEC 27001 audit
Domain 6: Closing an ISO/IEC 27001 audit
Domain 7: Managing an ISO/IEC 27001 audit program

Please note:

Certification and examination fees are included in the price of the
training course
In case candidates fail the exam, they can retake it within 12 months
following the initial attempt for free.
An Attestation of Course Completion worth 31 CPD (Continuing
Professional Development) credits will be issued to the participants
who have attended the training course.

Après cette formation, nous vous conseillons le(s) module(s) suivant(s):
ISO27001LI - ISO/IEC 27001:2022 Sécurité de l'information : Lead Implementer (PECB certified) - Examen inclus

Contenu:

Day 1: Introduction to Information Security Day 3: On-site audit activities
Management Systems (ISMS) and ISO/IEC line
27001 Preparing for stage 2 audit
line Stage 2 audit

Training Course Objectives and Structure Communication during the audit
Standards and Regulatory Frameworks Audit procedures
Certification Process Creating audit test plans
Fundamental concepts and principles of
information security Day 4: Closing the audit
Information security management system line
(ISMS) Drafting audit findings and nonconformity

reports
Day 2: Audit principles, preparation and Audit documentation and quality review
launching of an audit Closing of the audit
line Evaluation of action plans by the auditor

Fundamental audit concepts and principles Beyond the initial audit
The impact of trends and technology in Managing an internal audit program
auditing Closing of the training course
Evidence-based auditing
Risk-based auditing
Initiation of the audit process
Stage 1 audit

Méthodes pédagogiques :

Certification:
After successfully passing the exam you appy for one of the credentials shown below. You will receive the certificate once you compley with all
the requirements related to the selected credential. PECB Certified ISO/IEC 27001 Provisional Auditor PECB Certified ISO/IEC 27001
AuditorPECB Certified ISO/IEC 27001 Lead AuditorPECB Certified ISO/IEC 27001 Senior Lead Auditor

Full detals of the Certification Rules and Policies can be found here. https://pecb.com/en/certification-rules-and-policies 
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Autres moyens pédagogiques et de suivi:

• Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matières abordées et ont au minimum cinq ans
d'expérience d'animation. Nos équipes ont validé à la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.
• Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.
• En fin de formation, le participant est invité à s’auto-évaluer sur l’atteinte des objectifs énoncés, et à répondre à un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d’inscription :

• Vous pouvez vous inscrire sur l’une de nos sessions planifiées en inter-entreprises jusqu’à 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.
• Votre place sera confirmée à la réception d'un devis ou """"booking form"""" signé. Vous recevrez ensuite la convocation et les modalités
d'accès en présentiel ou distanciel.
• Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non
négociable fixé à 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

• En cas de handicap : plus d’info sur globalknowledge.fr/handicap
• Le Règlement intérieur est disponible sur globalknowledge.fr/reglement


