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Examen inclus

Durée: 5 Jours Réf de cours: 1ISO27001LI Version: 9.0

Résumé:

The ISO/IEC 27001 Lead Implementer training course enables participants to acquire the knowledge necessary to support an organization in
effectively planning, implementing, managing, monitoring, and maintaining an information security management system (ISMS).

Why Should You Attend?

Information security threats and attacks increase and improve constantly. The best form of defense against them is the proper implementation
and management of information security controls and best practices. Information security is also a key expectation and requirement of
customers, legislators, and other interested parties.

This training course is designed to prepare participants in implementing an information security management system (ISMS) based on ISO/IEC
27001. It aims to provide a comprehensive understanding of the best practices of an ISMS and a framework for its continual management and
improvement.

After attending the training course, you can take the exam. If you successfully pass it, you can apply for a “PECB Certified ISO/IEC 27001 Lead
Implementer” credential, which demonstrates your ability and practical knowledge to implement an ISMS based on the requirements of ISO/IEC
27001.

Please Note:

Certification and examination fees are included in the price of the training course

This training course contains essay-type exercises, multiple-choice quizzes, examples, and best practices used in the implementation of an
ISMS.

The participants are encouraged to communicate with each other and engage in discussions when completing quizzes and exercises.

The exercises are based on a case study.

The structure of the quizzes is similar to that of the certification exam

Public visé:
Managers or consultants involved in and/or concerned with the implementation of an information security management system in an

organization. Project managers, consultants, or expert advisers seeking to master the implementation of an information security management
system; or individuals responsible to maintain conformity with the ISMS requirements within an organization. Members of the ISMS team

Objectifs pédagogiques:

After completing this course you should be able to: Initiate and plan the implementation of an ISMS based on ISO/IEC
27001, by utilizing PECB’s IMS2 Methodology and other best

Explain the fundamental concepts and principles of an practices

information security management system (ISMS) based on

ISO/IEC 27001 Support an organization in operating, maintaining, and continually

improving an ISMS based on ISO/IEC 27001
Interpret the ISO/IEC 27001 requirements for an ISMS from the

perspective of an implementer Prepare an organization to undergo a third-party certification audit
Pré-requis: Test et certification
Attendees should have: The “PECB Certified ISO/IEC 27001 Lead Implementer” exam meets
the requirements of the PECB Examination and Certification Program
A fundamental understanding of ISO/IEC 27001 and (ECP). It covers the following competency domains:

comprehensive knowledge of implementation principles.
Domain 1: Fundamental principles and concepts of an information
security management system
Domain 2: Information security management system requirements
Domain 3: Planning of an ISMS implementation based on ISO/IEC
27001
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Contenu:

Day 1: Introduction to ISO/IEC 27001 and
initiation of an ISMS implementation

Training course objectives and structure
Standards and regulatory frameworks
Information security management system
based on ISO/IEC 27001

Fundamental concepts and principles of
information security

Initiation of the ISMS implementation
Understanding the organization and its
context

ISMS scope

Day 2: Implementation plan of an ISMS
Leadership and project approval

Organizational structure
Analysis of the existing system

Domain 4: Implementation of an ISMS based on ISO/IEC 27001
Domain 5: Monitoring and measurement of an ISMS based on
ISO/IEC 27001
Domain 6: Continual improvement of an ISMS based on ISO/IEC
27001
Domain 7: Preparation for an ISMS certification audit

Please note:

Certification and examination fees are included in the price of the
training course

In case candidates fail the exam, they can retake it within 12 months
following the initial attempt for free.

An Attestation of Course Completion worth 31 CPD (Continuing
Professional Development) credits will be issued to the participants
who have attended the training course.

Day 3: Implementation of an ISMS

Selection and design of controls
Implementation of controls

Management of documented information
Trends and technologies

Day 4: ISMS monitoring, continual
improvement, and preparation for the
certification audit

Monitoring, measurement, analysis, and
evaluation

Internal audit

Management review

Treatment of nonconformities

Continual improvement

Preparation for the certification audit
Closing of the training course

Information security policy
Risk management
Statement of Applicability

Méthodes pédagogiques :

Certification:
After successfully passing the exam you appy for one of the credentials shown below. You will receive the certificate once you compley with all
the requirements related to the selected credential. PECB Certified ISO/IEC 27001 Provisional Implementer PECB Certified ISO/IEC 27001
ImplementerPECB Certified ISO/IEC 27001 Lead Implementer PECB Certified ISO/IEC 27001 Senior Lead Implementer

Full detals of the Certification Rules and Policies can be found here. https://pech.com/en/certification-rules-and-policies

Autres moyens pédagogiques et de suivi:

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matiéres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

« Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

* VVous pouvez vous inscrire sur I'une de nos sessions planifi€ées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

« Votre place sera confirmée a la réception d'un devis ou """"booking form
d'acces en présentiel ou distanciel.

« Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non
négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

signé. Vous recevrez ensuite la convocation et les modalités
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