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ISO/IEC 27005 Information Security Risk Management Foundation (PECB Certified) -
Including Exam

Durée: 2 Jours  Réf de cours: ISO27005F Méthodes d'apprentissage: Intra-entreprise &
sur-mesure

Résumé:

ISO/IEC 27005 Foundation training course provides information on the fundamental concepts and principles of information security risk
management based on ISO/IEC 27005.

ISO/IEC 27005 Foundation is a two-day training course that focuses on the information security risk management process introduced by
ISO/IEC 27005 and the structure of the standard. It provides an overview of the guidelines of ISO/IEC 27005 for managing information security
risks, including context establishment, risk assessment, risk treatment, communication and consultation, recording and reporting, and
monitoring and review.

After attending the training course, you can sit for the exam. If you successfully pass the exam, you can apply for the “PECB Certificate Holder
in ISO/IEC 27005 Foundation” designation. This certificate demonstrates that you have a general knowledge of ISO/IEC 27005 guidelines for
information security risk management.

Formation intra-entreprise

Cette formation est délivrable en session intra-entreprise, dans vos locaux ou dans les nétres. Son contenu peut étre adapté sur-mesure pour
répondre aux besoins de vos collaborateurs. Contactez votre conseiller formation Global Knowledge ou adressez votre demande a
info@globalknowledge.fr.

Public visé:

The ISO/IEC 27005 Foundation training course is intended for:

- Risk management professionals

- Professionals wishing to get acquainted with the guidelines of ISO/IEC 27005 for information security risk management
- Personnel tasked with managing information security risks in their area of responsibility

- Individuals interested in pursuing a career in information security risk management

Objectifs pédagogiques:

Upon successful completion of this training course, you will be Interpret the guidelines of ISO/IEC 27005 for managing information
able to: security risks

Describe the main risk management concepts, principles, and Identify approaches, methods, and techniques used for the
definitions implementation and management of an information security risk

management program

Pré-requis: Test et certification

There are no prerequisites to participate in this training course. The exam fully meets the requirements of the PECB Examination and
Certificate Programme. It covers the following competency domains:

Domain 1: Fundamental concepts of information security risk
management
Domain 2: Information security risk management approaches and
processes
First, a candidate needs to complete the PECB ISO/IEC 27005
Foundation training course. Then, they need to take the exam and
after successfully passing the exam, candidates will be able to apply
for the “PECB Certificate Holder in ISO/IEC 27005 Foundation”
certificate. This is an entry-level credential.

There are no prerequisites on professional or risk management project
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experience required. Thus, following the training course, passing the
exam and applying for the certificate are the only certificate program
requisites that certificate holders shall meet before obtaining the
certificate.

The certificate requirements are as follows:
PECB Certificate Holder in ISO/IEC 27005 Foundation

Exam: Pass the PECB ISO/IEC 27005 Foundation exam
Professional experience: None

Risk Management experience: None

Other requirements: Signing the PECB Code of Ethics

Contenu:

Day 1: Introduction to ISO/IEC 27005 and Day 2: Information security risk management
fundamental concepts of information security and certificate exam
risk management

Méthodes pédagogiques :

Educational Approach

The training course is participant centered and:

- Contains lecture sessions illustrated with examples and discussions

- Encourages interaction between participants by means of questions and suggestions

- Includes quizzes with similar structure to the exam

General Information

- Certificate and examination fees are included in the price of the training course.

- Training material containing over 200 pages of information and practical examples will be distributed.
- An attestation of course completion worth 14 CPD (Continuing Professional Development) credits will be issued to the participants who have
attended the training course.

- In case of exam failure, you can retake the exam within 12 months for free.

Autres moyens pédagogiques et de suivi:

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matiéres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

« Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

« VVous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

« Votre place sera confirmée & la réception d'un devis ou """'booking form™"" signé. Vous recevrez ensuite la convocation et les modalités
d'acces en présentiel ou distanciel.

« Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non

négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

* En cas de handicap : plus d'info sur globalknowledge.fr’lhandicap
 Le Reglement intérieur est disponible sur globalknowledge.fr/reglement
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