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Designing and Implementing Secure Cloud Access for Users and Endpoints
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& sur-mesure

Résumé:

Get the skills you need for designing and implementing cloud security architecture, user and device security, network and cloud
security, cloud application and data security, cloud visibility and assurance, and responding to cloud threats.

The Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT) course teaches you the skills for designing and
implementing cloud security architecture, user and device security, network and cloud security, cloud application and data security, cloud
visibility and assurance, and responding to cloud threats.

This course also prepares you for the 300-740 SCAZT v1.0 exam. If passed, you earn the Cisco Certified Specialist — Security Secure Cloud
Access certification and satisfy the concentration exam requirement for the Cisco Certified Network Professional (CCNP) Security certification.
This training also earns you 40 Continuing Education (CE) credits toward recertification.

Formation intra-entreprise
Cette formation est délivrable en session intra-entreprise, dans vos locaux ou dans les nétres. Son contenu peut étre adapté sur-mesure pour

répondre aux besoins de vos collaborateurs. Contactez votre conseiller formation Global Knowledge ou adressez votre demande a
info@globalknowledge.fr.

Public visé:

- Network Engineers

- Network Security Engineers
- Network Architects

- Sales/Presales Engineers

Obijectifs pédagogiques:

By the end of this course, you should be able to: Explore the Cisco Umbrella SIG use case to secure cloud
application access, the limitations and benefits of the solution, and

Compare and contrast the National Institute of Standards and the features available to discover and control access to cloud

Technology (NIST), Cybersecurity and Infrastructure Security

Agency (CISA), and Defense Information Systems Agency delivered applications

(DISA) security frameworks, and understand the importance of

adopting standardized frameworks for cybersecurity in enhancing Explore the Cisco ThousandEyes capabilities for monitoring the

an organization's security posture Cisco SD-WAN deployment

Describe the Cisco Security Reference Architecture and its five Introduce the Cisco Secure Firewall platforms, use cases, and

main components security capabilities

Describe commonly deployed use cases and recommend the Demonstrate a comprehensive understanding of web application

necessary capabilities within an integrated security architecture firewalls

to address them effectively

Demonstrate a comprehensive understanding of Cisco Secure
Describe the Cisco Secure Architecture for Everyone (SAFE) Workload capabilities, deployment options, agents, and connectors
architecture

Demonstrate a comprehensive understanding of Cisco Secure
Review the benefits, components, and process of Workload application dependency mapping and policy discovery
certificate-based authentication for both users and devices

Demonstrate a comprehensive understanding of common cloud

Enable Duo multi-factor authentication (MFA) to protect an attack tactics and mitigation strategies

application from the Duo Administration Portal, and then

configure the application to use Duo MFA for user login Demonstrate a comprehensive understanding of multicloud security
authentication requirements and policy capabilities

Install Cisco Duo and implement its multifactor authentication on Introduce the security issues with the adoption of public clouds and
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remote access virtual private network (VPN)

Configure endpoint compliance

Review and demonstrate the ability to understand Stateful
Switchover (SSO) using security assertion markup language

(SAML) or OpenlID Connect together with Cisco Duo

Describe Cisco software-defined wide-area network (SD-WAN)
on-box and integrated threat prevention security services

Describe SD-WAN on-box and integrated content filtering
security services

Describe the features and capabilities of Cisco Umbrella Secure
Internet Gateway (SIG), such as DNS Security, Cloud-Delivered
Firewall (CDFW), intrusion prevention systems (IPS), and

interaction with Cisco SD-WAN

Introduce the reverse proxy for internet-facing applications
protections

Pré-requis:
No specific requirement for this course
CCNA - Mettre en oeuvre et administrer des solutions réseaux

Cisco
SDWFND - Cisco Catalyst SD-WAN Operation and Deployment

SCOR - Mettre en oeuvre et gérer les solutions de sécurité Cisco

common capabilities of cloud visibility and assurance tools to
mitigate these issues

Introduce Cisco Secure Network Analytics and Cisco Security
Analytics and Logging

Describe Cisco Attack Surface Management
Describe how Application Program Interfaces (APIs) and automation
can help in troubleshooting cloud policy, especially in the context of

misconfigurations

Demonstrate a comprehensive knowledge of the appropriate
responses to cloud threats in specific scenarios

Demonstrate the comprehensive knowledge required to use
automation for cloud threat detection and response

Test et certification

None

Apres cette formation, nous vous conseillons le(s) module(s) suivant(s):

None recommended
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Contenu:

Outline:

Certificate-Based User and Device
Authentication

Cisco Duo Multifactor Authentication for
Application Protection

Cisco Duo with AnyConnect VPN for
Remote Access

Cisco ISE Endpoint Compliance Services
SSO using SAML or OpenlD Connect
Reverse Proxy

Cisco SD-WAN Security Content Filtering
Cisco SD-WAN to Cisco Umbrella SIG
Integration

Cisco Umbrella Cloud Access Security
Broker

Security Policies for Remote Access VPN
Cisco Secure Access

Cisco Secure Firewall

Web Application Firewall

Cisco Secure Workload Deployments,
Agents, and Connectors

Cisco Secure Workload Structure and Policy
Multicloud Security Policies

Cloud Security Attacks and Mitigations
Cloud Visibility and Assurance

Cisco Secure Network Analytics and Cisco
Secure Analytics and Logging

Cisco XDR

Cisco Attack Surface Management

Cloud Applications and Data Access
Verification

Industry Security Frameworks

Cisco Security Reference Architecture
Fundamentals

Cisco Security Reference Architecture
Common Use Cases

Cisco SAFE Architecture

Cisco SD-WAN with ThousandEyes
Automation of Cloud Policy

Response to Cloud Threats

Automation of Cloud Threat Detection and
Response

LABS:

Windows Client BYOD Onboarding
Interactive Activity

Use Cisco Duo MFA to Protect the
Splunk Application

Implement Cisco Duo Authentication
Proxy MFA for Cisco Remote Access
Compliance-Based Access

Implement Web Security

Deploy DIA Security with Unified Security
Policy

Configure Cisco Umbrella DNS Policies
Deploy Cisco Umbrella Secure Internet
Gateway

Implement CASB Security

Configure Remote Access VPN on the
Cisco Secure Firewall Threat Defense
Configure Cisco Secure Firewall Policies
Explore Cisco Secure Workload

Explore the ATTACK Matrix Cloud-Based
Techniques

Explore Cisco Secure Network Analytics
Explore Cisco XDR Incident Response
Tasks

Autres moyens pédagogiques et de suivi:

» Compétence du formateur : Les experts qui animent la formation sont des spécialistes des matieres abordées et ont au minimum cing ans
d'expérience d'animation. Nos équipes ont validé a la fois leurs connaissances techniques (certifications le cas échéant) ainsi que leur
compétence pédagogique.

* Suivi d'exécution : Une feuille d'émargement par demi-journée de présence est signée par tous les participants et le formateur.

« En fin de formation, le participant est invité a s’auto-évaluer sur I'atteinte des objectifs énoncés, et a répondre a un questionnaire de
satisfaction qui sera ensuite étudié par nos équipes pédagogiques en vue de maintenir et d'améliorer la qualité de nos prestations.

Délais d'inscription :

» VVous pouvez vous inscrire sur I'une de nos sessions planifiées en inter-entreprises jusqu’a 5 jours ouvrés avant le début de la formation
sous réserve de disponibilité de places et de labs le cas échéant.

* Votre place sera confirmée & la réception d'un devis ou """'booking form™"" signé. Vous recevrez ensuite la convocation et les modalités
d'acces en présentiel ou distanciel.

* Attention, si cette formation est éligible au Compte Personnel de Formation, vous devrez respecter un délai minimum et non

négociable fixé a 11 jours ouvrés avant le début de la session pour vous inscrire via moncompteformation.gouv.fr.

Accueil des bénéficiaires :

* En cas de handicap : plus d'info sur globalknowledge.fr/handicap
* Le Réglement intérieur est disponible sur globalknowledge.fr/reglement
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