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ISO/IEC 27005 Lead Risk Manager (PECB certified) + examen

Cursusduur: 5 Dagen      Cursuscode: IS27005LRM      Version: 1.1

Beschrijving:

De ISO/IEC 27005 Lead Risk Manager training stelt u in staat de noodzakelijke expertise te verwerven om een organisatie te ondersteunen bij
het risicomanagementproces met betrekking tot alle bedrijfsmiddelen die voor Informatiebeveiliging van belang zijn, waarbij de ISO/IEC 27005
norm als referentiekader wordt gebruikt. Tijdens deze training zult u een uitgebreide kennis opdoen van een procesmodel voor het ontwerpen
en ontwikkelen van een Information Security Risk Management programma. De training bevat ook een grondig begrip van best practices van
risicobeoordelingsmethoden zoals OCTAVE, EBIOS, MEHARI en geharmoniseerde TRA. Deze training ondersteunt het implementatieproces
van het ISMS-raamwerk dat in de ISO/IEC 27001-norm wordt gepresenteerd.
Na het beheersen van alle noodzakelijke concepten van Information Security Risk Management gebaseerd op ISO/IEC 27005, kunt u
deelnemen aan het examen en een aanvraag indienen voor een "PECB Certified ISO/IEC 27005 Lead Risk Manager" accreditatie. Met een
PECB Lead Risk Manager Certificaat zult u kunnen aantonen dat u de praktische kennis en professionele capaciteiten bezit om een team te
ondersteunen en te leiden in het managen van Information Security Risico's.
ISO/IEC 27005 Lead Risk Manager training enables you to acquire the necessary expertise to support an organization in the risk management
process related to all assets of relevance for Information Security using the ISO/IEC 27005 standard as a reference framework. During this
training course, you will gain a comprehensive knowledge of a process model for designing and developing an Information Security Risk
Management program. The training will also contain a thorough understanding of best practices of risk assessment methods such as OCTAVE,
EBIOS, MEHARI and harmonized TRA. This training course supports the implementation process of the ISMS framework presented in the
ISO/IEC 27001 standard.
After mastering all the necessary concepts of Information Security Risk Management based on ISO/IEC 27005, you can sit for the exam and
apply for a “PECB Certified ISO/IEC 27005 Lead Risk Manager” credential. By holding a PECB Lead Risk Manager Certificate, you will be able
to demonstrate that you have the practical knowledge and professional capabilities to support and lead a team in managing Information
Security Risks.

Doelgroep:

Information Security risk managers Information Security team members Individuals responsible for Information Security, compliance, and risk
within an organizationIndividuals implementing ISO/IEC 27001, seeking to comply with ISO/IEC 27001 or individuals who are involved in a risk
management programIT consultantsIT professionalsInformation Security officersPrivacy officers

Doelstelling:

Master the concepts, approaches, methods and techniques that Acquire the competence and skills to effectively advise
enable an effective risk management process based on ISO/IEC organizations on Information Security Risk Management best
27005 practices

Acknowledge the correlation between Information Security risk Acquire the knowledge necessary for the implementation,
management and security controls management and maintenance of an ongoing risk management

program
Learn how to interpret the requirements of ISO/IEC 27001 in
Information Security Risk Management

Vereiste kennis en vaardigheden: Examens en certificering

A fundamental understanding of ISO/IEC 27005 and The “PECB Certified ISO/IEC 27005 Lead Risk Manager” exam fully
comprehensive knowledge of Risk Assessment and Information meets the requirements of the PECB Examination and Certification
Security. Programme (ECP). The exam covers the following competency

domains:
IS27005F - ISO/IEC 27005 Foundation (PECB certified) +
examen Domain 1: Fundamental principles and concepts of Information

Security Risk Management
Domain 2: Implementation of an Information Security Risk
Management program
Domain 3: Information security risk assessment
Domain 4: Information security risk treatment
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Domain 5: Information security risk communication, monitoring and
improvement
Domain 6: Information security risk assessment methodologies

For specific information about exam type, languages available, and
other details, please visit the List of PECB Exams  and the
Examination Rules and Policies. 

After successfully completing the exam, you can apply for the
credentials shown on the table below. You will receive a certificate
once you comply with all the requirements related to the selected
credential.

Vervolgcursussen:
IS27005RM - ISO/IEC 27005 Risk Manager (PECB Certified) + examen

Cursusinhoud:

Day 1: Introduction to ISO/IEC 27005, concepts Day 3: Information Security risk acceptance, Day 5: Certification Exam 
and implementation of a risk management communication, consultation, monitoring and line
program review
line line

Day 2: Risk identification, evaluation, and Day 4: Risk assessment methodologies
treatment as specified in ISO/IEC 27005 line
line

Nadere informatie:

Neem voor nadere informatie of boekingen contact op met onze Customer Service Desk  030 - 60 89 444
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