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QRadar EDR: Foundations

Cursusduur: 2 Dagen      Cursuscode: BQ505G      Trainingsmethode: Virtual Learning

Beschrijving:

In this course, you learn about the IBM Security® QRadar® EDR architecture and how to position the product within your company's landscape
of security solutions. You gain skills around how to install the QRadar EDR Hive on your premises and the EDR Agents on your endpoints. You
can review the user interface and how to navigate the EDR Dashboard while investigating endpoint threats.
This course applies to version 3.12 of the on-premises QRadar EDR offering.

Virtueel en Klassikaal™

Virtueel en Klassikaal™ is een eenvoudig leerconcept en biedt een flexibele oplossing voor het volgen van een klassikale training. Met Virtueel
en Klassikaal™ kunt u zelf beslissen of u een klassikale training virtueel (vanuit huis of kantoor )of fysiek op locatie wilt volgen. De keuze is aan
u! Cursisten die virtueel deelnemen aan de training ontvangen voor aanvang van de training alle benodigde informatie om de training te kunnen
volgen.

Doelgroep:

Security operations center (SOC) AdministratorSOC AnalystSecurity AnalystIncident ResponderManaged Service Security Provider (MSSP)

Doelstelling:

In this course, you learn to perform the following tasks: Configure notifications and Simple Mail Transfer Protocol

Navigate the QRadar EDR Dashboard Set up forwarding alerts

Describe the QRadar EDR architecture Define policies

Install the on-premises QRadar EDR Hive and configure the Handle downloaded and quarantined files from your endpoints
initial setup

Set up users, groups, and clients
Deploy the QRadar EDR Agent on your endpoints

Configure Hive-Cloud Score
Investigate threats on endpoints

Create applications
Manage endpoints

Monitor audit logs
Understand and respond to alerts and trends

Act upon behavioral malware and ransomware attacks
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Cursusinhoud:

Getting started Protecting your endpoints Administering your environment
line line line

Dashboard overview Investigating threats on endpoints Configuring notifications and Simple Mail
Architecture Managing endpoints Transfer Protocol (SMTP)
QRadar EDR on-prem installation Understanding and responding to alerts Setting up forwarding alerts
Downloading, installing, and updating the and trends Defining policies
QRadar EDR Agent Acting upon behavioral malware and Handling downloaded and quarantined files

ransomware attacks from your endpoints
Hunting for threats on your endpoint Setting up users, groups, and clients
using a QRadar EDR lab Configuring Hive-Cloud Score

Creating applications
Monitoring audit logs

Nadere informatie:
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