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Securing Cisco Networks with Open Source Snort

Varighet: 4 Days  Kurskode: SSFSNORT  Version: 2.1  Opplaeringsmetoder: Virtuell oppleaering

Beskrivelse:

The Securing Cisco Networks with Open Source Snort course shows you how to deploy a network intrusion detection system based on Snort.
Through a combination of expert instruction and hands-on practice, you will learn how to install, configure, operate, and manage a Snort
system, rules writing with an overview of basic options, advanced rules writing, how to configure Pulled Pork, and how to use OpenAppID to
provide protection of your network from malware. You will learn techniques of tuning and performance monitoring, traffic flow through Snort
rules, and more.

Virtuell oppleering

V&C Select™ er et veldig enkelt konsept og sveert fleksibelt. Du kan delta personlig i klassen eller som virtuell deltaker. Nar deres team er
geografisk splittet eller du har et begrenset reisebudsijett kan du benytte deg av var virtuelle klasserom. Kursinnholdet er akkurat det samme
som i et vanlig klasserom og deltakerne far en instruktar "live" via internett. Deltaker kan chatte og snakke med sin instrukter og sine
medstudenter. Global Knowledge vil sende deg all informasjon du trenger far kurset slik at du kan teste innlogging.
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Malgruppe:

This course is designed for technical professionals who need to know how to deploy open source intrusion detection systems (IDS) and
intrusion prevention systems (IPS), and write Snort rules.

Agenda:
After completing this course, you should be able to: Configure Snort for inline operation and configure the inline-only
features
Describe Snort technology and identify the resources that are
available for maintaining a Snort deployment Describe the Snort basic rule syntax and usage
Install Snort on a Linux-based operating system Describe how traffic is processed by the Snort engine
Describe the Snort operation modes and their command-line Describe several advanced rule options used by Snort

options

Describe OpenApplD features and functionality
Describe the Snort intrusion detection output options

Describe how to monitor of Snort performance and how to tune rules
Download and deploy a new rule set to Snort

Describe and configure the snort.conf file

Forkunnskaper: Test og sertifisering
Attendees should meet the following prerequisites: Recommended as preparation for exams:
Technical understanding of TCP/IP networking and network There are no exams currently aligned to this course

architecture
Proficiency with Linux and UNIX text editing tools (vi editor is
suggested but not required)
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Innhold:

Module 1: Introduction to Snort Technology

Module 2: Snort Installation

Moudle 3: Snort Operation

Module 4: Snort Intrusion Detection Output

Module 5: Rule Management

Ytterligere informasjon:

Module 6: Snort Configuration

Module 7: Inline Operation and Configuration

Module 8: Snort Rule Syntax and Usage

Module 9: Traffic Flow Through Snort Rules

Module 10: Advanced Rule Options

For mer informasjon eller kursbooking, vennligst ring oss 22 95 66 00
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Module 11: OpenAppID Detection

Module 12: Tuning Snort

Labs

Lab 1: Connecting to the Lab Environment
Lab 2: Snort Installation

Lab 3: Snort Operation

Lab 4: Snort Intrusion Detection Output
Lab 5: Pulled Pork Installation

Lab 6: Configuring Variables

Lab 7: Reviewing Preprocessor
Configurations

Lab 8: Inline Operations

Lab 9: Basic Rule Syntax and Usage
Lab 10: Advanced Rule Options

Lab 11: OpenApplD

Lab 12: Tuning Snort
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