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Cursusduur: 5 Dagen  Cursuscode: CEH

Beschrijving:

Version: 11

Het CEH - Certified Ethical Hacker - certificaat geeft u internationale erkenning (vanuit EC-Council) als security professional. Met deze cursus
leer je de kneepjes van het vak ethical hacking. Het CEH examen voucher is bij de 5 daagse cursus inbegrepen. Het CEH examen is de eerste

stap richting CEH Master.

Doelgroep:

Ethical hackers, System Administrators, Network Administrators and Engineers, Webmanagers, Auditors, Security Professionals in general.

Doelstelling:

A Certified Ethical Hacker is a specialist typically working in a red
team environment, focused on attacking computer systems and
gaining access to networks, applications, databases, and other
critical data on secured systems. A CEH understands attack
strategies, the use of creative attack vectors, and mimics the
skills and creativity of malicious hackers. Unlike malicious
hackers and actors, Certified Ethical Hackers operate with
permission from the system owners and take all precautions to
ensure the outcomes remain confidential.

The Certified Ethical Hacker (CEH) credential is the most trusted
ethical hacking certification and accomplishment recommended
by employers globally. It is the most desired information security
certification and represents one of the fastest-growing cyber
credentials required by critical infrastructure and essential
service providers. CEH v11 continues to introduce the latest
hacking techniques and the most advanced hacking tools and
exploits used by hackers and information security professionals
today. The Five Phases of Ethical Hacking and the original core
mission of CEH remain valid and relevant today: “To beat a
hacker, you need to think like a hacker.”

During this course you will learn:

Key issues include plaguing the information security world,
ethical hacking, information security controls, laws, and
standards.

Perform footprinting and reconnaissance using the latest
footprinting techniques and tools as a critical pre-attack phase
required in ethical hacking.

Network scanning techniques and scanning countermeasures.
Enumeration techniques and enumeration countermeasures.
Vulnerability analysis to identify security loopholes in the target
organization’s network, communication infrastructure, and end
systems.

System hacking methodology, steganography, steganalysis

attacks, and covering tracks to discover system and network
vulnerabilities.
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DoS/DDoS attack techniques and tools to audit a target and
DoS/DDoS countermeasures.

Session hijacking techniques to discover network-level session
management, authentication/authorization, cryptographic
weaknesses, and countermeasures.

Web server attacks and a comprehensive attack methodology to
audit vulnerabilities in web server infrastructure, and
countermeasures.

Web application attacks and comprehensive web application
hacking methodology to audit vulnerabilities in web applications, and
countermeasures.

SQL injection attack techniques, injection detection tools to detect
SQL injection attempts, and countermeasures.

Wireless encryption, wireless hacking methodology, wireless
hacking tools, and Wi-Fi security tools.

Mobile platform attack vector, android vulnerability exploitations, and
mobile security guidelines and tools.

Firewall, IDS and honeypot evasion techniques, evasion tools and
techniques to audit a network perimeter for weaknesses, and
countermeasures.

Cloud computing concepts (Container technology, serverless
computing), various threats/attacks, and security techniques and
tools.

Penetration testing, security audit, vulnerability assessment, and
penetration testing roadmap.

Threats to 10T and OT platforms and learn how to defend loT and
OT devices securely.

Cryptography ciphers, Public Key Infrastructure (PKIl), cryptography
attacks, and cryptanalysis tools.
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Different types of malware (Trojan, Virus, worms, etc.), system
auditing for malware attacks, malware analysis, and
countermeasures.

Packet sniffing techniques to discover network vulnerabilities and
countermeasures to defend sniffing.

Social engineering techniques and how to identify theft attacks to
audit human-level vulnerabilities and suggest social engineering

countermeasures.

Vereiste kennis en vaardigheden: Examens en certificering
At least two years of IT security experience The CEH exam can be challenged post the completion of attending
A strong working knowledge of TCP/IP the complete official CEH course. Candidates that successfully

passes the exam will receive their CEH certificate and membership
privileges. Members are expected to adhere to recertification
requirements through EC-Council’'s Continuing Education

Requirements.

As a powerful addition to the CEH exam, the new CEH (Practical)
exam is now available adding even more value to the CEH certification
through practical validation of skills and abilities.

Cursusinhoud:

Introduction to Ethical Hacking Sniffing

Footprinting and Reconnaissance Social Engineering

Scanning Networks Denial-of-Service

Enumeration Session Hijacking

Vulnerability Analysis Evading IDS, Firewalls, and Honeypots
System Hacking Hacking Web Servers

Malware Threats Hacking Web Applications

Nadere informatie:

Neem voor nadere informatie of boekingen contact op met onze Customer Service Desk 030
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SQL Injection

Hacking Wireless Networks
Hacking Mobile Platforms
loT Hacking

Cloud Computing
Cryptography
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